Internet Explorer

** NOTE: IE 8, 9, and 10 are disabled by default. Versions prior to IE 8 DO
NOT support TLS 1.2.

Below are the steps to enable TLS1.2 in IE.
(Version IE 11)

1.) Select Tools

2.) Internet Options

3.) Select Advanced Tab

4.) Scroll down and you will see all TLS settings.
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Settings

[¥| Enable Integrated Windows Authentication™ -
Enable native XMLHTTP support

[¥] Enable SmartScreen Filter

[ Enable Strict P3P Validation™

Send Do Not Track requests to sites you visit in Internet E
[[] usessL2.0

V] Use ssL 3.0

Use TLS 1.0

V| UseTLS 1.1

V] useTiS 1.2

Warn about certificate address mismatch™

] warn if changing between secure and not secure mode
[¥] warn if POST submittal is redirected to a zone that does n
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*Takes effect after you restart your computer
Restore advanced settings I

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default
condition, _

You should only use this if your browser is in an unusable state.

[ OK i ’ Cancel Apply




Chrome

NOTE: Chrome version 30 and later support TLS 1.2.

Below are the steps to enable TLS1.2 in Chrome.
(Version 49.0.2623.75m)

_Select = \ (upper right hand corner)

- Select settings (Left side)

- Scoll down to “Show advanced settings”

- Network > select “Change proxy settings”
- Select Advanced

i Internet Properties |9l

| General | Security | Privacy | Content | Connections | Programs | Advanced |

Settings —

Enable memory protection to help mitigate online attads™
Enable native XMLHTTP support

Enable SmartScreen Filter

Enable Strict P3P Validation®

Send Do Mot Track requests to sites you visit in Internet E
Use SSL 2.0

Use SSL 3.0

Use TLS 1.0

Use TLS 1.1

Use TLS 1.2

Warn about certificate address mismatch™

| Warn if changing between secure and not secure mode
Warn if POST submittal is redirected to a zone that does nl
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*Takes effect after you restart your computer
Restore advanced settings ]

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default [L

condition.
You should only use this if your browser is in an unusable state.
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FireFox

NOTE: Firefox version 24, 25, 26 are disabled by default. All prior
versions DO NOT support TLS 1.2.

Below are the steps to enable TLS1.2 in FireFox. (Version 43.0.1)

- Open FireFox

- Type “ about:config” in the URL bar

- Select Enter

- Scroll down to “security.tls.version.max”
- Select Enter

- Set value to 3

- Select OK

~ 5 Google xj' about:config ]

€ U rireion about:config

Search: | s

Preference Name - Status Type Value
security.tls.insecure_fallback_hosts.use_static_list default boolean true
security.tls,unrestricted_rcd_fallback default boolean true
security.tls.version.fallback-limit default integer 3
security.tls.version.max default integer 3
security.tls.version.min default integer 1
security.warn_viewing_mixed user set boolean false
security.xpconnect.plugin.unrestricted . default " boolean true
selectioncaret.detects.longtap Enter integer value boolean true
selectioncaret.enabled boolean false

0 security.tls.version.max .

selectioncaret.inflatesize.threshold 4 integer 40
selectioncaret.observes.compositions g boolean false
selectioncaret.visibility.affectscaret [ 0K ] l Cancel J boolean false
services.sync.addons.ignoreRepositoryC boolean false

services.sync.addons‘lgnareUserEnabiEdCHanges ﬂaul boolean false




Safari

NOTE: Safari 7 and newer are supported.

Below are the steps to enable TLS1.2 in Safari.
(Version 9.0.2(9537.86.3.9.1)

There are no options for enabling SSL protocols. If you are using Safari
version 7 or greater, TLS 1.1, & 1.2 are automatically enabled.



